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>y mzsts ? z ? -r-tr >xib 

itf^a t. Mien >x y y zmmvfzj? $ c t # * 

WEWS^Ste J; t> ^f-lrvxaflEttSftT^S i;Jpj(f 
£ftftC i^fft LTmllEnVxVycDn l/^-i/y^ 

*>X?— >*fc:^*:/x;HR»J*Sfc*©5-f-t* 
MfHSfi^Stc «fc 93H12ftft5^-t:>X{iMIE^-tr 

>xie«¥ig{cfB«$n« c 4:*w«t-r*ni** 1 is 

WEa^#ate«t ^m^nrc=i>^>y^-^^^ 
tzn^&zmicffizz ct&mtT*mxm 1 ib 

[fft^4] MIB&tWetiEKB (Enabling Key Bloc 

k) ^r-g-*, 

MfBlf^il^BfiMfc^/Wxy- F*-%E«rr * 

Mem^RaiQEf / W xy - P*HEim»cBtt 
?nrv>5tiJsBf r /Wxy-K^-^ffl^TMlBEKB (E 
nabling Key Block) *a»«BIL»&ftfc;l/- h*~ 

*ffl^TWEie^ft*nfe=i>f->y7*-**a[#-r* 

inXmsl mmmmimizmZEKB (Enabling Ke 

y Block) e»i'-b*-ic&-3Tmmtsnrc3z/7-> 
y*~*%^ 

MIBa x-^{it9«Bn k: i t> 

fbarftrfctj, 

SftTl^tMEx/ VX/- K^-^ffl^TWIBEKB (E 
nab I i ng Key B I ock) Zmm&lM U# £ ft ft;l/- h 50 



30 



40 



(2) 9^2 002-359616 

2 

*ffl^T«#£ftftituIBn:/x^y*-*ffl^TMlBBg 

tc ,t -3 r mm Riftg £ & s n >/x >>y o^ffl^^^^-r & 
> *o«h&««c <k 5 * « ft fcm^s^ *-§tr c t i; 
asrfit*. MiB7-r-trvxs5Ri±H(c, m^mimms. 

*^SteiB«*ftT^*|«BB«5ldW3U«a*^*, 

awssB^atcj: ??««*ftfcwiE^-r*^asjc x 
S'j** i: BuiE^^ijit msm^tctms nx ^ « m 

mm^-f -fe^Xfc J; -o TfiJfflWnj^fts ME3 yf>y 
« ft feO n >^ > y W S1f **^tr ^ ^ -fe >x 

HUlBn ^rfiJfflffFRl-r « C i A^T'fr 5 ^ -fe >X 

««IW37-f -fe >XIBtt#S{i:*B1t?ftT^^*^7b^fiJ 

HulBW^Sfc J: 5 ■7i'-lr>x^IEtS$ftTV^ i:¥ij»r 
?ftft c t t L TMlBn >r >>y V-r >y f 

^ftfeco^-r-fevxilf^W^i:. ^#<b?ftftn>7-> 

^7^-tr^X{CctoTfiJfflfFpl?ft-i»^fB3>xy>y 
^lEtt-T^Xx-yyi:, 

*5tB 3 > x v y m mm^i-r % z t ^ # -5 9 * -t >x 



3 

tftws^ ■< - t vxt Bts^Ma fciste s nr </ ^ w 
^-r^x-r^y^ 

BOiH^J^etc J: 0 ^-r-fe ^XtffBm^nTi^* £WS\ 

*7 << -t >x *wg!rr * v -f -tr yxmwimm^ts ? -t 
mm? 4 -fe vxtc <t rmmm- ri? n& man > x w 

*BWJ-T *flH5HWSU«**dtrMC5 W -fe >7> ^fB«-T 

fc^js-r s MIB7 -fe >x ^mib-7 4 -t z/T.tsm.^siu* 
zt&mtzxf-vJt. 40 
mzmm^mc «t t> a as tiKtm? ■< -tr >x(ct«Bs^ 



ftffl 2002-359616 
4 

*B»j-r *fl»5Hw«ni ME9-f -fe >x*eiot 

fc ttJST S MI3^ -f -fe VX * hOIB^ - t VXf att¥Sfr 
Co 0 0 1] 

[0 0 0 2] 

cse*os?(5] ^Jfi. ^^-*7hmr, 3.— «f 

CO 0 0 3] <lco«t-5 jSr^XxAT'ti, SSIWtCli, 1 
CO 0 0 4] 

Cooos] *S6Wico*-5*ttiHte«»Ta«nfc 
R±r c t we * 5 J: 3 &cf 5 1 co T- fe % o 

CO 0 0 6] 



-3- 



w <du >-r yy 7- * Z'm? 3 fl[«¥« 
[0 0 0 7] IfSiilglUffc^ ^f-tr^xt*-- At 

CO 0 0 9] ^fiffitfEKB (Enabling Key Block) 

X7- ^-ElfSfcE*?nT^8f;^/- F 
*-3rffll^TEKB (EnablingKey Block) ^tfffliLf 

COO 1 0] S1»$S«M{CEKB (Enabling Key Block) 

teSftT^Sx/Vxy- K*-*flJ^TEKB (Enabl in 
g Key Block) *fll«»lL»6tlfc/b- h*-*J§n 

Cooi l] -j^-tyximic. ^-cD^^-tryxtio 
COO 1 2] 5-r-fc>XI4JBlc % 7-r-fe>X*-^Ott 

Co o 1 33 iMMaag«ii, X£iRtt&i3««Kjgij 

^*«*^Jl»«*ie«t-Stt5feM»j1i|«E«#S*||| 



70 



20 



50 



40 



(4) #^12 0 0 2-3 5 9 6 1 6 

6 

Co o i 4] *ISW©fl!aii£Pl7SF^t± N ztyv-yyzm 

mm rj-t s ^ j -t >x *wjg-r « mtxo? -t > x^g 

1f$8£, mmt-Ztxtcn^T-yyT-Z t. =ty^yy 

*E«r*^7-yyi:. 3>7->y*spjffl»prr«ct 

COO 1 5] ^©yn^Aa, 3>^>y*fijffl 

yzimtzx-rvyt, mmm^j^n^ay^yy^ 

T'#S W •fc>X*5-l'-lrVXEtt^®teE«*nT^ 

Co oi 6] ^D^^fes^^^-o-ap^nH^rtsti 
[0017] ^Bmo^-fe^xtf-xji, i^sns 

Etrrs^-fevxEtt^©^ «Si®SgB*^)Mfi 
7^-tr^xtr-^o^^ffl^T to 

it •? ■< it y x ^ -r -tr >xm**mm t fc« istos^a 
coo 1 8] *?gw©it^toa^st±, ?ijfflffFRiin5 



-4- 



7 

* =7 ■< -t 1/7. mssmn k m&r z 5 -r -t ^ x * v -tr > 
xiH«^g*^awrsxx>y7 p i:, anisic £ t>« 

[0019] *fse^comi8toss«. mmmm^m, m 

[0 0 2 0] ^m<D^^-t>XV—^, JfetfteflWWQ 

xfcfgfT-rs. 

[002 1] 

2tCfcJ\ ^7^7>H-1, 1-2 (J£i"F> cn?.0D 
7^7Vh 1 fcifc-fS) Jb'Stsnt^5„ COWcfc 

[0 0 2 2] -fy?- ^-y h 2tcfcfc, *^7> 

3, n^r-V'Vt?— ^3 tflI«t-&:^:'■r>'y$:^OT-r 
3©K:&^g:ft^'f'-fe:yX£:^'•7^'7'>' r- Uc*tLTtt# 

-tVX^Slt^fc*&(C. ^©^-f7>h 1 lc*fL 

[0 0 2 3] Z.tlt,<D=i>7-lsW—^3, ^-Y-feVX 

f zic&mztxz, 

[0 0 2 4] !2tii'7^7>H©««5:gLT^ 

[0 0 2 5] 0 2tcfe^T^ CPU (Central Processing 
Unit) 2 His ROM (Read Only Memory) 2 2 icffi1f£ 
nTl^yn^A, *fc»i8HltaP2 8fr£RAM (Rando 
m Access Memory) 2 3 fen— F £ fife 7*0 ^.Mcfle 

^T&ao&gsrHfrr^o ^-rv2oti, tt^»f^% 

tfV\ ^J1f^5rCPU2 RAM 2 3te«S 

fc. CPU 2 1 *^fflcc»i!! ! S^||fT-r^±tcfeV^T^^ 

[0 0 2 6] Bg^{fc8#8l$2 4 It, U^Sy-Wr-** 

At£\ ATRAC (Adaptive Transform Acoustic Coding) 

3 if t-3 Vf >7 f-^ %x>3 - K U Affi*J 
-T>^7i-X3 2£;frLTF^'l'7~3 Olc&S^nT 



(5) #U82 002-359616 

3-7^*352 514, K^^^3 0^^-LT^SI 

[0 0 2 7] ^^t'J^lt Wfctf* ^t'JXf 

-fy* (MD fc£te«fc»>»8«n*o 

[0 0 2 8] CPU 2 1 „ R0M2 2. RAM 2 3. Bg*f{fc&^ 
£B2 4, 6itf3-7 , ')»i'|l2 5tt, 

iO [0 0 2 9] AttiXl-f ^7i-X3 2 fcti, #— 
K, T'^X&t.i: 9&&A7}gP2 6, CRT. LCD&ifJ: •? 
«f^X^W, MfftXlf- #fc£.fct)&Stfi7JgB 
2 7, M-K?V***H*9«lS*nSIB1tff2 8, 

[0 0 3 0] ^a^^7x- X3 2lCli£fc, &g 
ft7VX*4 2. 7tJK^X^CX^4 3. «V»±i|m(*3t 

-f>Xh-;l/£*iSo 
[0 0 3 1] &i3, 0^{i*HS-r-5tf, 3>r-W*— 
/^3. 71'tVXt- /M, M&y-—'*' 5 fe, 0 2(C^ 

0 2<D«j£«, 3VfV^-^3, 7-<t>X 
30 -9—^4, aS^-9--^5*^0«^fcbTt>5lfflan 
5, 

[0 0 3 2] ^{C, 0 3O7D— ^•v-h^r#B^LT, 
*v-T7>h 1 3>f>7D-M3 A^nyf V7d 

[0 0 3 3] 3L-*ft>\ XtiWZ 6*mft?Z£t.V=i 
>-r>^it-^3fc«-r^7^-bX^:m^-r«t, CPU 
2 1 14, X-r-V/S 1 fcfc^T, Jl«gP2 9^rSiJSSLs 

h 2^LT3yfV^- /^3tc7^-fe 
X?t5. X-r-V^S 2lt43V>Ts 3.— 1f*V A7JSI52 
40 6^rSI^LT,.a«^S^i.3>-7->^^^-rSi:> 

cpu 2 i it, cvmfemmz&mK) . a«gP2 9*^ 

LT<^.<OT% Xf77S 3t43t^T. CPU 2 U4. 3 
XT77S 4 tcfel^T. ^-fiDWr^ft^tlTV^n^ 

f v *y -r- ^ Jiangs 2 8 ^ > \— f x^ x * &c 

50 «*&L, Ett*«*o 



-5- 



C0 0 3 4] mc, m4<D7a~ ^^_ h ^. # Hg LT ^ 

[0 0 3 5] ^T'^S 2 1 fCfc^T, 3>f^n- 
><3©CPU2 1 h2*»6»§aJ2 9% 

U 7 ******* ttmisttkt, Xtv7S2 2 

[0 0 3 6] XfyyS2 3tfeV^ 3>x>«y^- 
^3 ©CPU 2 1 « x E«»2 SteM^tiT^ia^ 

nfc«WT?«ft*tifc3yy>y*R*fflf . CPU 2 l 
It. ^xyyS2 4fCfe^T, ie*»2 8*»6»E*a? 

[0 0 3 7] sE«gP2 8tcEffi?nTl^3>-r^yx 
3-f7^2 5 te«fci) N SEfcATRAC3*5Sfc 

[0 0 3 8] ftfe, fc*>5A* gB«ffi 2 SfC^i&Bg^ffc 
^^««iT-3>-r>yx-^^l2tg?^sci^T^ 

[0 0 3 9] ^^S2 5fc*^T, 3>^> 

y*-/<3ocpu2 ih:. w^tbfc3i/x>yv i -^ 

5*«SbTaa-r«EKBfcKm t (Kc) ) t, D>f> 

T, 3>7"^y*- M 3 ©CPU 2 1 It, XT77S2 4 
©WTWtUa^f^k, Xf^S2 50j8l 

[0 0 4 0] 05«, COi^tU, =t>r>yy— 

5fC, C07i-7yKi, (Header) tf-? 

(Data) fcte«t5««?ns B 

[0 0 4 1] -N^ctt, Si/^yflt* (Content jn 
formation) , 7*S>**flffiffll1MI (DRM (Digital Ri- 
ght Management) information ) N ^-f-fevxiD (Lie 
ense ID) , f *-;ry y^- 7D . y ? OWMfc*- 
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20 



30 



40 
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10 

7ov» (EKB (EnablingKey Block) ) feitf, EKB 

*^^$nfc^-KEK»c^ffl^TBg^<r:^n/c3>x 

^^^-Kc^LTOx-^Kekbc (Kc) *<E«*mv 

[0 0 4 2] 3>r-Wfl|fHteJ±, f-^i:LT7*- 

PS'J1f^i:LT©3>7 i >'>yiD (CID) , -?-C)3>t-> 

[0 0 4 3] ^*;l/*fiMgflH8fc«U 3>x>y* 
«ffl-r§^iJfcj:r/«88 (Usage rules/status) t s UR 
L (Uniform Resource Locator) tfiHB£ttT(^3o $ 

[0 0 4 4] URLti, 7f-b>XIDT^?nS7^-t 
W-trVXIDtf, 7 ? -^tLTfB^nT^53>^ 

y %*jfliT s t taut ^*>xzmi+z t 

[0 0 4 5] x-*»±, ttjRoftott^ft^oy^ (En 
cryption Block) ted: £B»fb:7ny* 
tt. •Y^>+;l^<*h,l / (iv (Initial Vector) ) N */ 
-K (Seed) N fc^r/n^-rvyf*— *^-K'cT*8g 
^fbL/cx-^Eic c (data) fc<fc 0M?nn^ e 

[0 0 4 6] *-K'ctt, 3ta5teJ:5as«ti*J:5te, 

[0 0 4 7] K'c = Hash(Kc, Seed) 

[0 0 4 8] ^-->^;l^<^h;HVt->-FSeed^ # 

[0049] e©fc#{fctt, s^T^y©^-*^^ 

> v h <D*mm±. to©© s;wf ©i«m§«:©8x*¥ a 

fflLTfTtotiSCBC (Cipher Block Chaining) q£— K"c* 
[0 0 5 0] CBC^-KO«^ laoS/WhOay 

[oosi] c©CK*-KteJ:*flWffc*ff5ci: 

■So 

[0 0 5 2] &*5, COB&^ffcJCOfTtt, 04 6*# 

[0053] W*Steo^Tttj:nte«6ft 



11 

CO O 5 4] #±©<k?fCLT. t^-lTyh 1 it, =J 

nctmso S£oT, n^-f^y^otoii, a 

[0 0 5 5] LfrL&tf?., &^^7>h 1 (i, Rft 

So 

[0 0 5 6] Xf-^S4HC^t, ^7-f7VH 70 
<DCPU2 1 ti, o.— FtfA^g^ 6£i3!f£-r£C£T-f§ 
^LfcrJV-rV^OMg'JIfffi (CID) ^iff*,, CO 

mmmmt. m^a. avf^o^^h^ e*s 

[0 0 5 7] ^-LT, CPU 2 Hi, ny-r^ytf Jt^£ 
n^x^y^teffl^i-Ofc&g&^^VXOID) 

[0 0 5 8] ^tc, X-r>y7S 4 2tCjf|3k CPU 2 1 

f£, ^Hr>X>b<IR#SftT^fc<,>i&&fc{i, Xf'yy 

s 4 3fc3i*. cpu 2 1 it, ^-f-t>7.mm^M^mn 

[0 0 5 9] 7f-yyS4 2i:fe^T, 7-1 , -fe>X!ti , @l 30 

cpu 2 i it, «is«nTV'>*5'r-fe>'*ti5ea&JHBi 

fnftie, CPU 2 1 tt, Tsr-yZfS 4 5fCjI#, ^ 40 

mma. hi oo7n— ^-^-h*iWRLTasE-r*o 

[0 0 6 0] Xf7yS4 4IC^T, ^-feVXliS: 

7"S 4 5{ci3l^T, ?^*:/;i#3GK£tlfe«d* 

•y/S 4 6fCiH#, CPU 2 1 it. fgmtZtlT^Z^Zs 

T^yf— **!Bttffl2 8fr&R»tUU RAM 2 3(c^ 

*fl2-eSo fLT, Xf-y/^S 4 7lc4si,vC CPU 2 1 

«, RAM2 3fCfE«2ftfcBg^{t7Dy$'<D-r— 

0 5©X-£tCEB£ftT^3B£^{fc7D-y *i£ffiT% 50 



#F»B 2002-359616 
J2 

[006 1] n^x^'V^r— Kc£ff 3#&<DAtt0Uti % 
01 5*#5BLTSaW**\ (ON 
K) (08) Zm^T, EKB (0 5) fC-&£ft3*-K 

^Ktmt (Kc) (05) 3Vfy7*- Kc^rtf § 

[0 0 6 2] CPU 2 1 £&{C, Xf-^S 4 8 (Cfc 
<^T, Bg#{L'^gB2 4{C<kt>«^£ftfc3V7V > y-r 
-^*n-x-y^g|52 5tC«if&U f3-K?^5 0 * 
LT, n— 7-y*gB2 5lcit3f3-K?nf;f-^ 
CPU 2 Hi, Affl*-f>*7x-^3 2*^6H1*» 

[0 0 6 3] &fC, 0 7CD7D— ft-htWLT. 

[0 0 6 4] *7-f7yMtt, ^WfC^-T-fe^XIt— 
/^{ce@-rsc: fctCt »?, 'J — 710, DNK (Device Node 
Key), *7-r7>h 1 Oiffi^i • ttMtO'-Cr. 

[0 0 6 5] ^■5"l'7>hS»CfiJ»3aT?» 

nfcW8!HiHB**u omit, *<D7*-t>xicttfo? 

£EKB (*Jc6fl:^-7D>y^) IC^Sft^Bg^fftSftT 

-K*-T?3&S (01 2*#BgLT^-r?») o 
[0 0 6 6] fWcXf^yS 6 1 lC$5^T. CPU 2 1 

^£&iitt#ifc£ftTi^37^>xiDJcttiE-r3 

URL^r, 0 5{C^-r-N-y^P,H5J^-r^„ ±^Lfc<td 
tc, CCDURUi, ^tiD^y^tclB^ftT^S^-i'-t? 

>x iDfc^-rs 7-r^>x^iis{»-r§ t #7 ^-tx-r 

T, CPU 2 1 it, Xfy/^S 6 1 T'tftf#LfcURL(C7 7-tr 

xts 0 aegP2 9tc«fc»)-r>^-*-y h 

2^LT7^tyXt-^4 {c7*-feX#fTfc>n3o 
ccot^s ^-T-teVXIt— ^4 tt, ^-t*7:y h 1 tctt 

lt, flgA-rs^-t^x (=i>Tyvz&m-?%<oic 

Cf{cn— tfl0i:^X7-F<DA^^:S*LT< 5 (&£B 
1"§09OXf7 7S I 0 2) o CPU 2 l tiu C<Dg3# 
%tti?jg|52 7 0a^g|5^a7K?^5o n— if«> C<oa 
^cS-^i/>T, A7JSIS2 6^J*f^LT, -7^-feVXJi^ 
Wffi^ a-- tHD\ ^iCf/^XV-K^rATj-rSo ^fes 
COn— yiDt/^Xy— Kt±, ^7-<7VMOa-f 
t>\ -<-s5-%v h 2^LT^-r-b>'X-9— A4fC7 

[0 06 7] CPU 21t±, Xf7^S 63, S 6 4 lefc 



-7- 



(8) 



13 

ttDi&trfcfcfete, a-1fl0fc/«7-K**t)5Mr o 
CPU 2 1 t± % Xr-^S 6 5»Cfe^T, il«g&2 9**lJ 

ex?^* «eB<r*) t^nsy 

[0 0 6 8] 9-r-fe>Xtf— /*4tt, 09£#BgLT^ 
J£-r««fc5te, a— tfiDi:^X7-r-\ MmcW-fe> 

y ^ 1 0 9) *\ «fett N 

2) o 

[0 0 6 9] Xy-yfS 6 6t^T> CPU 2 1 tt % ^ 

y-y^S 6 7fCji# N ^ < 05-Y-b> / X^lEtea52 8(C^t 

CO 0 7 0] Xx^7°S 6 6fcfc^T, 5-Y-fe^X^ 
«SnT**V"»i:ipj£Lfc«£, CPU 2 X^-^y 
S6 8teJ|* x X7-J!li*ifTt5. CP 

COO 7 1] JK±0«t5tCLT, **^7 > >MH: N 
3>7-^y^-*te<WILT^*9-f-lr>xiDfc»jsi- 

co 07 2] &* mKD^^-tz/xwftmm, &n 

CO 0 7 3] lfca«?n^.7^-fe^X 
CO 0 7 4] ftH*ftlctt % *fiD7^-b>XfC»^> 

w-t^xteg-^T, ^^^vy^^^n-K-r^ 

CD-RfCfB^«Ci:*^t«fl|fiA PD (Portable Devic 

e) te3K-**cfc««Rrft!tBMk ?<<*.y**mm 

C0 0 7 5]#fc, 09<D7o-^ + -h^Bg LTN 

^T?n-5-7-r -fe^xtf— 7^4 07-r-b>xji«SQ ! 3ifc 

7-f7>-H(Dis|[t ^^•fe>X-9--^4«5D#f^tL 
CO 0 7 6] Xx<y^"S 1 0 1 fCfel^T, 5-Y-feVX+f 
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74 



-/14 0CPU2 ltt, ^7VHi9 7m« 
PSSTIWU Xf7 7*S 1 

0 2»cjl* x 7^-bXLT^fc^^^7>Mte^L 
T, Ji— fflDfc^Xy-K, MtfC, 7-<-feVX»S« 

H* 1 ^ 0 7©Xf7/S 6 5CD$aSlT\ O.—- tflDt 

'<x*7-h\ v~y\ DMtfte ^ -tr ^x ffijgme 
•fe>xiD) #as*snT*fcfc* % -b^x-9— a-i 

©CPU 2 1 tt, ffl«gP2 9*^>LTCn*«tU 

C0 0 7 7]^LT, ^-T-fe^X-9--/^4©CPU2 1 
tt, Xf77*S 1 03fCfet>T, iiflNfl!2 9fr&8I&*)- 
-^5IC7^tXU 3.— »flDt^xy-K{c^-r« 

a.-voJ*miem*m*T*. 5 a. ^y* 

^i'-fe>X^<D?FfFnr<0-#f3ifa 

CO 0 7 8] XT-vfS 1 0 4»C*l>T, ^^-b^XtJ- 
-/S40CPU2 Ui, «!^-/<5*&©^«S*tf % 

fCtt, Xr^S 1 0 5teJt» N Xf'^S 10 2©® 

«s fe^frUfe^-fevxiD, ^-^gx m£BB^ 
*«&«8H90flWH*<|Ea?nTV^a. Xr^S l 0 6 
(Cfe^T, CPU 2 1 ti, f05^t>7fcSibft.;- 
7ID*#iirrs 0 ^e»tc, Xf-y^S 1 07»C*^T, 
CPU2 1 « % Xf^S 1 0 STS^Stifc^-f-fefX 

fc, xx-y^s i 0 2osaax% i-if^60fflftft*< 
*ffl«*nT^*offl*ff:teftta^n*o cpu 2 1 a, 

J0 0 7 9] Xf'y^S 1 0 8{C*^T, CPU 2 1« 

CO 0 8 0] *fc, Xfy/S 10 9fcl», 7^t> 
X1t-/ < C4(DCPU2 H±, ^-07^-tr^X (HSfc^S 

2^LT^5-^7>M{ciM^^ 0 
CO 0 8 1 ] Xf'^S 1 1 ot*^T 7 ^tyxt- 
50 ^4©CPU2 1tt % Xfyys 1 09©jBlST- 
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flLfc^-T-feVX (ffiffl*fl% 'J-7ID?:#ty) X 

7-v7s 1 o 2osaST*3?t)3i$nfca— ifiDt^xv 

-FtcMJSLT. fHtES52 8 lcIE1t?-tJ:§ 0 £e>tc, X 
fy^S l l lfcfc^T, CPU 2 Hi, S&fflU^UfT 
-TSo *{*WfC«, CPU 2 1 SfigP2 9 7b>£«£+>- 
5 fc. ^CQa-+f IDfc^XV- FteWJiSf S3.— If 
K^"9--^5»i, COS 

[0 0 8 2] f &*5^ C©»£»Ctt, Pt£t>— M5fr 

6 ^ -r -t yxo#4*^ ri i: -r * #«tt**<ai«sn 

T< £<DT\ Xf'^S 1 0 4A^Xf7ys 1 1 2 IC 

m&-. cpu 2 ltt. xv-jaii^^f-r^o 

ti, vf-feVXI?— ;M<7XPU2 Hi, JUIgP 2 9 $:3i!l 

[0 0 8 3] C©»&, _h»LfcJ:3fc:, fOi'7l , 7 

[0 0 8 4] 01 0«s 06<DXf7^S 4 5fCi3tt3 
7^VXgfrMSOf¥*l;&«LT^3o 01 OWf 
1 3 l/iSX-r^S 1 3 5 OSPlfi. 07OX 
T7/S 6 lJiSXry^S 6 5 0ffiSi:g*^C|5l« 
<Dtim.T*$>2>o fetch, Xf-yys 1 3 3lC^X. CP 

1 3 Sfc^T, CPU 2 1I4 N :x— Kfc 

[0 0 8 5] 7f7ySl3 5 0Sifl«iate«JSLT, 

^LT< 3 (El KOXf-yr/S 153). ^i!T% * 
^"{7>h 1 <DCPU2 1 «, 7t->7S1 3 6C^ 
T\ ^-f-trVXI?-- ^4*^<0fffl*ft©a^S§ 
U cn^rtti^SP2 7fcta7Jb. S^?«« e a— if 

bfct)-r^o Xfy7"S 1 3 7T-CPU2 1 It. t(±«D<J; 

"Mm?** co*L5i»»c»JiSLT, tt»^-«J:9(c? 

(0 1 1 OX-TV 7 S 15 4), %CX\ 1 
3 8 fc^T. 1 OCPU2 ^-f-trV 

X"9— /M^e.cDffiffl^ft^^L, Xx-y^S 1 3 9 
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ic^t* ; e-offiffl*ft^riatfgi52 8fc-rT*{ciHig^n 

[0 0 8 6] 01 Hi, JiLLO^-fT^h 1 O^-tr 

57'f •fe>XMf?ifl!Jl^:SLTV , 'S 0 

[0 0 8 7] «SJtC, XT'^S 1 5 1 fCfel^T, =74 
-trVX-?— ^4 OCPU 2 Hi, ^7-f7>H)!)^C!)7 
^•feX^gtf^fc, X7-y7S 1 5 2fCi5I^T, 
7>H*^f77"S 1 3 5T-iMfflLfc7^-trVX^ 
JO tf^^r^-i'-feVXMfTS^IflBtfctfcSfi-r^o 

[0 0 8 8] Xf-y/S 1 5 3lC:}3V>T, CPU 2 1 It. 

*»6K»aiu ^^-T7>h licmm-rzo 

[0 0 8 9] COjfTj^CfcfLT, ±^L/ci^{C. 77 
<fT>h lfr ffiAtfmi OcDX-r-y^S l 
3 7<DMUT-^Lii$tx^i:v X-r-y^S 1 5 4 tefc^ 
T, 7-f -trVXIr- A4 0CPU2 Hi, EfJU££4afd£ 
ffi*fFfc:»*5r*f*-**flEj«U Xf'y^S 15 4K 
20 fct^T, ^7^7>htnci3ift5o ^^T^M 
±SELfd«i:'5fc, Xx-y7S 1 3 9 Oi&HT-gfi L 

[0 0 9 0] ^WCfelz-'Tti, 0 1 2{C/r;£n5«fc-3 
tc N T'D— K4=-^X h-O^D -fi/aZ/ (Broadcast En 
cryption) ^^.(DmMicM^X , x/WX t^-T-fe^ 

ru «Te^'J-^ (leaf) ^ffl^dx/^XCD^-fc 
«/C-r« 0 01 2<OfiflJ<7)^^ #^0^c,S^l 

50 <di eiBo^^x^fcti-^-r-trvxtc^-r-s^— *^ 

[0091] ^-ti, SfpumT'&ztizw—mm 
(Dtes-FizttfoLxmizztiZo ccomxit, a±© 

-yicMfoVX*-K 0, K1*V 3Sioy-F{cJt 
jSUT^-KOOJiMK 1 ltf, ^4|gg(Dy-FtC^ 
iSUT^-K 0 0 07iS^— K 1 1 1 i)\ ^tlZftttfo 
StlT^?o f tt, iTSO/-KtLTO'J-7 
{C, ^— K 0 0 0 OTiSK 1 1 1 1 

40 t>\ ftifn^jnti^o 

[0 0 9 2] B»«l3ftfc*nT^«fc*x 
K 0 0 1 0 t^r— 0 0 11 CD±fi[C0^F— ti, KOOlt 

sn, ^-Kooot^-Kooio±fio*-a, k 
oot^nwSo fctTHfiiteu ^-Koot*-Ko 

l<D±(a©^-(i, KOt^n, ^-ROt^-KlO 

[0093] uz/7-z/v*mm?z>*— it, irgof 

50 5. 0O*fcf, ff 3C7-F CJ-7ID) fCWJS"T*7 
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KOOll, KOOl, KOO, KO, KRSr^tf/SXCD 
[0 0 9 4] *mB<Di/X"rL.lC$5^Tlt, 01 3lCm 

WTt>nS„ 01 3CD#r?fci\ 8+2 4 + 3 2gCiy- 

F#y y — mm t f y — v^^tulo 8 s $ 

■e <rj § y - k ic f> x =f y £ n £> „ c c tc & w- * # 

xrf y t fcf y. ^ ij xf -y Z<D*mfa* 

y^rMffl-rsaggo^r-rfy. f^zfrwimz&m-tz, 

ilO^xrfyy— KO^^loo/- Ft, 5-r-tr> 
X^WlT^^XxAtLT^Xr-A (T->XfAi 

[0 0 9 5] "T^:*^ COT'>XrW-KJ;!3 2 
t>lZ-f<Dmm<D2 4 ©coy— KtC^jS-Ti-^-t £9, 
^-feVX*<*ttS£*i£ 0 C£D#fl<D*-^ cntcj;^ 
2 24 (#J1 6^-30 <D=y 4 -fe^X^STT 
3„ ££{c, £t>Tffi!l<D3 2©«|5gjf (citK 2 32 ($Q 
4¥#) <DJ.— tf Ofe-SWi^-CT^h l ) ^mitT 

DNK (Device Node Key) *«$U gTSOU — 

yjcfcfjss-r s i D*>< y - 7 1 d t 2 . 

[0 0 9 6] §f/WX J ?7-l't>X04 : -(^ 6 4 
(=8 + 24 + 32) ©©&y-KT'«j£;*n3^XCD 

txro^zmifctzs— views? z^r— ^ffl^ttt 

Sr/S^TBi^ft^ft, E K B (015 ^#1LT 
flSTT^) rttiBg^n^o «T©£DDNK(±, EKB 

^VXfcfE^nTI/^DNK^/Bt^T, 3>f>7 
f~$ t. £: tlcUfis^tiS EKB (lis) f^ciBkES 

[0097] 01 4Jcpg«>yy-«3fico^7 i JycD^-« 
cD^i*eg^j^-r 0 01 4tc:fe^T> mmyv-mm 

£0S±S{Ct±, ;l/-h^-KR2 3 0 l tfiaSSft, J^T 
©^F^fCtiy- F*-2 3 0 2A^s?n. «TS(C 

y-7^-2 3 o 3*'g^?n5o &T'Uxim 

[0 0 9 8] f±g*^gMSI (01 3<D#IT*M:, M 
= 8) om^O/-Kjb^xrfyy-F2 3 0 4 tLT 
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y-K^]i^i:LTM+ imxT<Dy-v. v-yit, 

ZcDftTdV lc-££tiZft^Xlcffl?%s- F*5«fctf 

[0 0 9 9] {Rla.fcf0 1 4 0^Mg|0 1O0/-K2 
3 0 5ttt*fd'J [^Wf^^ OSflD ] *<R 

'J X r y 4 i> V It m * & ft W x tr * r- df y 

y-K2 3 0 5«T*\ y^yxx-c^^co^^rr 
yt^^n-sx-'Wxoisjay— f\ feit>*y— 70 

[0 10 0] 25{c, Mg^&lg^Tffi©©^:?* 
rdf'J /- K 2 3 0 6 t LTa^tSil itf T'?5o 0 

Howm *xdry [^1)^7*] y— K2 

3 0 5 0 2ST07- Ktc. ^t'JXr^yi'^fft 

tcf/wxcDfjTdv tc^sn-g. ^7*fd y y- Ft 

LT, [W£Ufl3S§] F 2 3 0 6 #l9:5£;*nT^ 

- f 2 3 o 6jLxTfc s*»fflao*7-=f y (c-&*ns 
**s5fe«(i6W*WBoy — f 2 3 o 7 t>mfez ^ 

eic^cDTffltc, e*H£«(JBf5f #WS©*x:iy fcS- 
Sft* [PHS] y-F2 30 8fc, [SWfWB] y- 
F2 3 0 9*1KJnT^4. 
[0 10 1] ^etc. Afd'J, -9-y^xrfyti. -r^ 

•>yo/w^ ^siM^^Mgfc^ii-rsy-F. •? 
Ktt&mmw.. mmma. **wmm— ex*© 

xrfy y- F«ry-Atss^-*-oig5i-ri»y-A*i 
©BS56-r*y-A«»xYZtex ^(Dis^y-FJWT© 

{C*-7*n-y* (EKB) *4«tTEiL, H^y- 

[o i o 2] ccoidtc, iooy-K*Mi:U, 
WToy-K**©mjjsy-Kte€«*tife*T-=fy^ 

5 ^tt x rf >J (Dmms - F t L TRJ&T S^fiK 

i:-rsc: tfcj:??, *T-3*y@ N sst,Hi-9-r*-rdry 

(EKB) *agfc<fej«UT, Wj«y- KJWTteJH 

50 te«*4vffi©*xJy©y — HtejR-r*f/w^teti 
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So 

[0 1 0 3] M%.1£, mi 2lC7ji-£ft2>VV-ffimcl5 
1, 2. 3a/-K*-tLT«I^-K0 0, K 

o, kr^gw-tso zL<QS-Y*-#mmm.*mmir% 

micUm-?ZS- F*-K 0 0 gtt^n^xW^-fc 

-fXO, 1, 2, 3<D**^JiOn>-r>^^— 
tfRjsgT-i&So S:fc. fffc^rnVT-^^^-K c o n% 
y-K+-K0 0T'^#{tLfcfflEE n c (K0 0, Kc 
on) Fy-*£;frLT;&SWifefi$IWcte 

»LTf^xo, i, 2, 3{cse^-rntf, 7vwx 

0, 1, 2, 3<Dfr£>\ *ft?tl<DT'^XlCi5^T& 
m-?2>&&S— K+-K0 O^ffl^TBt^E n c (K 0 
0, Kcon)iE:|TOyfm-Kconm 
CfctfRjsgfc&So #45. Erie (Ka, Kb) «Kb 

[0 1 0 43 Sfc. &SP#j5t iCfct^T. 

MtstKoo i i.koo i,Koo, Ko.wmkm 

fc*-a-, ->XfA (r;WX0, 1, 2, 3 

^X3^->XxAfr£^&t-&ig;y;fcSo ZCDtctblC 
fci. /-K*-K001,K00,K0,KR^ Ztl^tl 
frfcfcfflK (t) 0 0 1,K (t) 00,K (t) 0,K 

(t) RKHSrL. f/WXO, 1, 2{C^-tDM»T^— 
£:£*.S So CCT*. K (t) a a ate. g|K 30 

a a aOffi^ (Generation) t OMSr^— T?£S C t& 

co i o 5] w%i*-<Dmtfimmo^rwiw?%o 

(EKB : Enabling Key Block) fcWW^D^i'T 

-*icioT#f$£nsx-7Vi/*. 

LI, feSi/HiiE^Wc^LTx-'WXO, 1, 2 
^o>y^ (EKB) li. mi ZlCTjkZtlZZvlZVV — 

m&zmm?z&v-7 (gTK©y-F) tews *o 

^{t^-t^oTfif^nSo tait*-7D7^ (E 
KB) te. ^— Sfr^D-y^ (KRB : Key Renewal Bl 
ock) t^litiZC 
CO 1 0 6] mi 5 k\Z.7fr?mMt*—-7uytr (EK 
B) «. /-F^-O^Q&g&x^XOa^SilT 

s D mi 5a<dmi±, mi 2ic7j<i-yv-ffimtp<D7 t ^ 

•YXO, 1, 2{c:fc^T. 1tf^t<DHfiy-F*-?:ge 
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So 01 2^P>B^&*^J:9fc, f/^XO, t^WX 
Hi. Hfr/-F*-£LTK (t) 0 0. K (t) 
0, K (t) Rtfi&gTNfctK X>WX2l±. m&s — 
K^r-ttTK (t) 001, K (t) 0 0, K (t) 
0, K (t) Rtf&gT*fcSo 

[0 1 07] 01 5 A<£>E K B IC^£4t.S <fc r> fc. EK 
Bfctiffi^OBg^fb^-Tb^SnSo 01 5A01TS 
©^{fc^-li. Enc (K0010, K (t) 00 
1) T&S 0 Cintif/WX2OjtO'J-7^-K0 0 
1 OtCtoTBf^t^nfcMfiy-F^-K (t) 00 
IT'fct?. 7^VX2«. i#£D*$OD— 7*-K0 0 
1 0{c<fc^TiL<DBg^{fc^-;&^tU SSHrV-F*- 
K (t) 0 0 1 3r*#SCi:tfT-#So $fc. g^Cfct) 
#fcMfiy-F^-K (t) 00 1^1, 0 1 5 A 
<OT^6»2@aOB§^{t*-E n c (K (t) 0 0 1, 

k (t) oo) tr&^mtisK). Mfiy-F^-K 
(t) oomctms. 

CO 1 0 8] 0 1 5 A<D±fr£>2©S<DBg-5§- 

ft*— Enc (K (t) 0 0. K (t) 0) £«^-TS 

CtX\ HfrV-F^-K (t) o*^e,n, cn^rffl 

l^T. 01 5 AO±A^P, 1 ©BcDBt^{b^— En c (K 

(t) 0. K (t) R) ^WTSCtT'. 
*-K (t) RftMfCnSo 

Co io 9] -7?. y-F^-Ko oo&Mfr-rstt^ 
ttsntfe^f, y-Fo, i#, HSsy-F^-i: 

LT'-frg&Oti, K (t) 0 0. K (t) 0. K (t) 
RT*£S 0 y— FO, Hi. f;WX*-K0 0 00, 
K O O 0 1 Srffll^T. 0 1 5AO±fr?. 3&g<Df%mt 
+-Enc (K0 0 0, K (t) 0 0) ^IftSCJ: 
T-Mfry-F^-K (t) OO^IRffL. VLTMX, 0 
1 5A<D±^?.2gS<Dagflt*-Enc (K (t) 0 

o, k (t) o) zmm-tzctx, Sfry-F^-K 

(t) 0£f#. 01 5 A<D±fr£> 1 mS<DBgmt^r—E 
nc (K (t) 0, K (t) R) ^SWSCtT', W 
3gr;l/-h^-K (t) R%»S 0 COi^tLt, 
-YXO, 1, 2tiHffLfc^-K (t) Rmcttf 
T'ffSo 

CO 1 1 0] #33. 0 1 5 A©^yf'> i'Xti m<D& 

sy-F*-. v-y$~<Dis&ttmi&*7K?o 
co i i i] 01 2(c^-r^'j-«jSo±fite<Dy-F 

*-K (t) 0,K (t) RcOlitf'FST'fe!), y- 
F^-K0 0<D^©MSf5ail^^T^S*-a-{Cl±. 0 
1 5BOtM4 1 -7Dyi' (EKB) Srfflt^SCi: 

T-. SSry-F^-K (t) 0 05:f;WX0, 1, 2 

tci2?rrsj:i:tfT't3o 

CO 1 12] 01 5BIC/TtEKBii, mX\i*&1Z.<D>7 

Si§-&(cfOTpJfigT*;fcSo *f*0!li:LT. 0 1 2tc£jS£ 
T^t^-yi*?(0f/WX0, 1, 2, 3tf£SfEa 
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(t) conffMTJiktS. COJ:?, x^-fX 
0, 1. 2. 3©#S<0/-K*-K0 0«eKLfcK 
( t ) 0 0 *ffll^T«rfcft«aoH8f 3 >ryy*- K 
(t) con%Bg^{fcL*:x--*Enc (K (t) 0 
0, K (t) c o n) t\ 01 5 B lc^;Jfl.S E K B 2; 

[0 113] f^XO, 1, 2&EKB* 

MSLT»fc^-K (t) OOSftloT*?****? 
tltf, t^TOa>fm-K (t) con*»« 

[0 1 1 43 01 6fC, t^TO3>f^t-)( 
(t) con*»*«H?WfcLT» K (t) 0 0^ 
T^fe^«a£03>^>->y^-K (t ) c o n^Bg^ffc 
Lfc-r-^Enc (K (t) 00, K (t) con) 
t, 01 5Bte^-TEKBfc*IB««»^bT3MRL 

fc^*' v ^ o o«is*^r . -r#fr c vmn. ekb 

(t ) c o n tLfzMT'&Zo 

CO l l 5] 01 6fc^-f <fc-Mc, pWxoii, 
^#fc«^nT^«Sm^cDEKBt, g##fc 
^*^*1S*ftLTV>«y-K^-K0 0 0*ffl(,>Ts ± 

y-F4^-K (t) OO^T, anavf^t- 
K (t) con^lfLT, «fc*n*fl|ffl-r*ftJi>f£: 
l#«»W3V-74 s -K 0 0 0 OT?B»ffctTtt|» 

[0 1 1 6] 01 7tfM+-7D 7 ^ (EKB) £D 
7*-^;/ hm*m?o ^->*3>6 0 1 « % 
■"^'^ (E K B) ©/<-^ 3 T'fc 
So ft*. ^—>*3>-{i s SfiOEKB^SiJ-rStitg 

«s :7ny* (EKB) OBIiftOf/^x 

0 3 It, «*-7d 7 ^ (EKB) ^o^-^gp 6 

tt * 6 0 7 Offig, > * 6 0 5 tt^rg 6 0 

[0 1 1 7] x-^rg|56 0 6t±, H*«JBfrt-*/-F 

[o i i 83 *y»6 0 7»4, x-^gpeoefc^^ 

CO 1 1 9] 0i 8l»tt, x-*2:LTftfc0l 5 AT* 
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^tft«-t-70»^ (EKB) fcJMftrsflJfc 

^LTi/^o c^f-^a, 0 1 8 Bogicsti 

^h*-©JBR*-K (t) R*^nTl> 
W*B«±SOf-*Enc (K (t) 0, K (t) 

r ) it. 0 i 8 a icTjk-rvsmv v-ic^tmm p o ictt 

JSfSo ^O&Of*— Enc (K (t) 0 0, K 
i0 (t) 0) T'fet), VU-±1»«lltt07*-rJrO£TOffi 
BP 0 0 fc^JS-r So y >J -«UtflD3H£OfflBA^a 

*«*^««ite»sg*n*, & (D 

(R) fcLTBffiSns, Hl8BOi±S<0f 

-*En c (K (t) 0, K (t) R) iCttfc? *ffig 

0, £tc«-r— Z&ltiWT*^ R*->~= 1 tteZc IX 
T, ^T©x-*{c*^tfi££2tt. 01 8C(OTt 

20 [0 1 2 03 i^tt, ^-TS-r-^ Enc (K x x 
x. Kyyy) ij\ yy-«JB©ifj:fcffiBLT^«0 
*^^-rfeJ6fci9:^^nSfe©T*feS 0 -r-*g)36 0 6 
t*n^-f-^Enc (Kxxx, Kyyy) 

0 : En c (K (t) 0, K (t) R) 
0 0 : E n c (K (t ) 0 0, K (t ) 0) 
000 : En c (K ( (t) 000, K (t) 00) 

[0 1 2 13 01 7{cM-pT, EKB7*-T7Hcq 
40 l^TS&tefMirr*. «« (Signature) 6 0 8«, ft 
*Mt*-7aytr (EKB) *«?JLfemtf«Wl-b 
-9-/^4) , 3>f>yn;W^ (3 
>r>7t-M 3 ) , »»«M (IS-&-9— M 5 ) 

«*«Efc«fcoTiEa**a&fb^-^Dy^ (EKB) 
«fT#ff^LfcftaMt*-7Dy* (EKB)T^ 

[0 1 2 23 £U:0«fc-5teLT, 9** 4 

50 s^^^j-nfe^yx^y^j^-rs-jaa^stft^ 
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t, 0 1 9lC7jk-$tl2>£v £&3 0 
[0 12 3] 3yfW-/<3*'?.*7'(' 

l£Stt£o nv-r^yii, nV'f-^y^-Kcfc.fc!), B& 
^fb^nTfefP (Enc (Kc, Content) ) , nv-r^y* 
-Kcl±, r-4 1 — KR(EKBfre>*#£n3*— T'$-3t, 
EStfe^S^-KEiiBcicMJtx-r^jT'Bg^ft^n (Enc 
(KR, Kc) ) . EKBfcfc&fC, W^ft*nfc3>T->y 

[0 12 4] 01 9<D«BJ{Cfe^5EKBfCtt, 0!l*.*f, H 
2 OtC^^n^ J:5(C S DNKT'Bi^tLfc^— h^— KR 
*ra*ftTV* (Enc (DNK, KR) ) 6 ftoT. ^^-Y7 
VhKi, ■9--eX7 ? -^{C$Sn^DNK^OTLT. E 
KBfr5;l/-h^-KR;&ff3C:i:#T'f?£> 0 

l^-KR^fli^T, Enc (KR, Kc) fr^yf^^-K 
c^aWICctfff, nv-ry-y^-Kc^rffl^T, E 
nc (Kc, Content) £3>f ^y^ffl^r 3 £ 

[0 12 5] CCD«t3ti:> ^7^7>h ncDNK^rfflgiJ 20 
KSiJSST&cfclc.fc'Js 01 2£0l 5^r#BgUTlK 

(revoke) 2^ of fitted: 3 0 

[0 12 6] ^I'-feyX'J- 7ID^jtaLTEfl3 

rscfcfcj:^ ^7^7yh l icisi>T, t-Wf 
-*fc7^>X©ttJStttftfmm3Cfcfc#>X 7 
-C-Ir>XtD^iE3 tr-^±-TSc: c:^oIfigle^i»o 

[0127] sfc, ? ; 7'{7>'hm<DUWWtm®m* 

[0 12 8] IP^S^^^flJfflKO^Tfci:, 02 8 
© 7 D - h ^r#Bg t T^-T 3 o 
[0 12 9] *«W»C18^T«» 0 1 3*#HBLTWW 

•>xfit, ^aonvxv^y^fijffl-r-s-r/wxo* 

xrfy*<*feS-cJtt£ftS©T\ aRODHK^rra-Of/^ 
U on 1 ■D©f/WXT'fit5 c i: tfpjfig 

fc&S 0 40 
[0 1 3 0] 02 1 l±, COlMgLT^So -T&fc) 
■5, f/WXDUCtt, T^XrAtca^>T. DNK 1 

Alf, DNK2#Iijy ST5ftfc, ^q&yx-f-f v^tcCD 
e> y y tf > 9 L n yf 2 ^lESt" 3 C i: T- t 
So £©*§"□, f'WXDKi, nyfyyit^yf 
> ( y2i:l/^. S45->XfA (T^fAtf^WX 

dCfc^Rltei:**. frfc&DNK^fijySTStt, ft 50 
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fCf!Jt>ST&ftTV>SDNK£»f£&HL-c\ -rvVf 
XlC 1 ffl©DNKfctt**fJS;*^£<i:McL7'ciS^ C© 

[0 13 1] Site, 0 1 3iCfe^3. 0g*.U\ Tfl!l©3 
2P£g©£H;ftJg©1010£, mzZ^TT^H^^ 
•fe^XAxriy l i:^^-fe>X*f-rJy 2^rfiJt)^T3 
cfcicitK ra—CDj&xrfyrt** -y-y^xrfy^rifijffl 
LT, 3>fy7©-y-VV;K V— iSjtiS, IB« 

[0 13 2] 02 2CDWc:fcV->Tfi, 0!lx(f> 7-<i:y 
^Td'jnt -»X©s^:/;Wc/iu ^-r-trvx 

*fd'J uctt, 7^-byxiD^iT*$53yfy7i 
cnyf/v 2*S*JSS-g\ ^nfna- *f l 

*f3icmi$-znT^z a ^j-tisxAT-nv 2it^ <?<< 
-t>xiD2<D3>r->-y 3, a>f >^y 4 , fe<to*n> 

[0133] c<Di-5tc s ^flitfe^Ttt, *v"±ry 

[0 13 4] ONK^r, «S§^^ 7* 7 ic^tbmtb 

iitrcDT*«*<. ^-Y-trvx-y— /^4 {c«t»3v gswas 
[0135] 3yfy7tt, *ntfffj«?hfea« £© 

<fc r> *ffit>ti**«ti J: 3 t fe, ^O^tDnTatcM^ •? 

±iELfc<k-Mc, #3— >f (^7-T7>h 1) tc. 

icMfctZ&fflmommm (certificates) A^ffiflJ^n 
5o Sa-f(i, ^tOfigSBS^ffll^T. (signatur 
e) SrflMSU 3yry7(c#iDLT> 3VfV7<!)S 
IE$ ( i ntegr i ty) A^O n > r > ^ 05fe® Bfot 

^03ili:^T*#3o 
[0 13 6] dOlfr&tOitaSOWcoi/^T, 0 2 307 
a _^^_ h ^ # ^ LT8$JB ^ t -^ o 02 3OftiS{±, 3 

-If tfCDfr e> Lfc x- * SrfESgfS 2 8 (clHit^-^S 

[0 13 7] fMHteU Xf-y^S 1 7 1 tCfeV^T, 
■l"7yh 1 ©CPU 2 1 (is iH!S32 9%^rbTA^5n 
SCD^S^x-^^rlS^-r-^^LT^OiiCfo Xf7 
7°S 1 7 2(Cfet,^T. CPU 2 Hi, Xf7 7"S 17 1© 

snrv^A^^fijs-r^o c©-y 

3tr-y h©3e-wsm?s (ceo t, i try h© 
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HJXf (Trigger) ttc^D myitis 3VfVy©r 
-^<D^^*ii$ nTI/ ^ o CPU 2 1 
?-^^Hl?^fcS^|t(i, Xt'^S 1 7 3{cl 

CO 1 3 83j*fC, X^r^s 1 7 4{efe^ T , CPU 2 

-irvXlD, W*>X*«rt«-*fci&©7*-fexfc*8 

10 1 3 9] Xy-yys 1 7 5(Cj§* N CPU 2 1 

tt> Xr-^S 1 7 4Oj8liT'MLft'\»^(0f-^ 

maw-*o coaaaitt, •7^-t>x-9— ^4*^^ 

CO 1 4 0] 1 7 6T% CPU 2 lV ^ft 

9) o 

CO 1 4 1] ^fc, Xf-y/S 1 7 7tfe^T, CPU 2 
3(ClE»$-&^, 0 

JO 1 4 2] ftfc, Ka«flc^5r:^x^-l»*«» 
° % X7 "^ :/S 1 7 Stefe^T, CPU 2 1 ij % 
y*3-f^«2Sfc«»L, ATRAC 3 7j 

te±0 3>r>y%^i:?-e« o fir, &mtzti 

CO 1 4 3] @2 4tt, «±C0J:^{CLT. Eflt«*te 
W«nT^«3>f^ (E (At 3) ) 

fc**-*-v-* (wm) 3>ir;/^fl. 

CO 1 4 4] 02 5*4. x>T>V&BBm#HclB»* 
*mi$(D 7 r 4 fry * - v y V o«t D L 
T^§ 0 C©Wc*(,NTti, 3>x>^ID (CIO) , 7 
-Y-tr^XID (LID) s URL fc«kr/<>*- (W 
M) *^^y«flE**nT^*fl!u EKB S ay^y 
*-fc*A-h*- BWMftLftf », (£nc (KR K 

O ) , SE^S (cert) % ^y^cS^^^ nte ^ 
S?*/U** (Sig (Header) ) , n^yy^y^ 
^-KcT-Bg^ffcLfcir-* (Enc (Kc, Content) ) % 
(Meta Data) *5«fctf^-*(Mark)#S2g5£ 

[0 14 5] r^V^^fc 
H63itnt^«tO?*«*i, 02 4 £02 5tc^£ 



20 



50 



40 



50 



(14) #^2 0 0 2-3596 16 

art-set*^****. fo 3 >r>-^ 

CO 1 4 6] 

^3 1 *#SgLT^-r*„ 

CO 1 4 7] 02 6 tt, WWkLTOaiMHBJWO 
Stefctt SKIES (CA : Certificate Authority) tf» 
<0 1 IHMMMiaifte, HEJB««*aJHlB»©1iMi*«ip 

CO 1 4 8] 02 6te*tt«fi||K|EHfttt. SEB^Sco 

>*-s?s ^-t^xt*--^ 4 «tK9»o«ra* 

Ca— if) te»LTW5o»*SEW»Offlb## t*j? 

mm (7-Y-fe>xt?--^4) £o=stg N lEimFo^jam 
mmmmmm<D\D (y-FiD*fc«u- 7 | D ) m 

Vh:|ElimjA*o&IMI«ts ^ v -b-^t LT^kn 
7 — ^T'fe§ 0 

[0 1 4 93 y-KID*fett.J- 7 | Dtt% flAMf% Hl 

2<0Wo ^ T/^xo?$wf rooooj fc? 
r/^iwif rooou fcjtu ^xi 

5T-fen« rinu t$tlZ 0 COJ:3ftlDfcac5 
fOf/WX (i>r^^) &VV-mm<D£ 

Co 15 03 cck^ic, ^>T>y*mmTz<Dic& 
-TcWteffiOS^ ci:*tBjjjB-p$ <5c 

CO 15 13 7r^7*-VyhM2 5tew 

^ SDMI (Secure Digital Music Initiative) «^fc 
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CO 1 5 2] t 6fC, 09*. If, 02 llCTfiZftZX? 

Scd&IEKcJ; D, SDMI (Secure Digital Music Initiat 
ive) «i§§£LT<Dm£<OPD (Portable Device) ^tc, 

[0 1 5 3] 3Wc, 02 8C07D— r-5r#BSL 
T, ^^-rTVh 1 ^ffiO^^^T^b (WAtf, PD) 
left LT 3 yf>f%^ x <y ^ 7 •> r- "T £>*§-&cD*!Q.3I(c 
Ot^TiBBjrrSo iO 
' CO 1 5 4] mmiz. Xf7^S 1 9 1 fCfc^T, CPU 

2nfc:i*-g\ Xf7ys 1 9 2{Cit^ CPU 2 1 EE 
BJl»%tttiiU KKA (7^t>Xt-;^4) ©d^F^ 

«fcfcHin*ttT^*7*^*;]**;&«#-r*<, 026% 

^4) <£>IMf«te»-3^T£***iTlB 
tfT'tS. CPU 2 1 l± N EfltO^y-b-^i 

5c ^-LTCPU2 Hi, iUff^nfc^-yi/jifiii:, 

CO 1 5 5] ^CT, Xf-^S 1 9 3{C*5^T, CPU 30 

S5nTV^V>t i PJ^^tirc*-&, XT'yT'S 1 9 4{C 

SEffllii, SEB^#tc-&^n5U-7ID (0 2 6) 
l/>T, mttiZZC ttfT-Z Zfr'gfrzm^&c tic 
<fcD*Tt>n3 0 CO^BEICO^T, 029t03O^# 

CO 1 5 6] l^Su 02 9&C7S2*-l5<fc'5k:, 09*tf, 

u— 74— k iooi *tt5fM-i'xtf'j,f-^?n 

<t^*X-^ (Bg^{fc*-) EKBtf. & 

tvWX (U-7) feE^^n^o COEKBte, 02 9 

lOoiizf^x ri oo u *v#— ?-?2>rcibic, 

4-KR, K 1 , K 1 0, K 1 0 OfcMffr^EKBirjSroT^ 

CO 1 5 7] W-?f'W^ ri 00 1J LXft<D±T 
<DV-7l±, 5BKSftfc;l/-h*-K (t) RSrHJif-r 
i>Cfc#T*£3o /-K+-K0OTffifcI 
SSt?nTt/^l/V-K4— K 0S\ x 
^Xrt{c{S&LT^5<DT% B^ft*— Enc (K0, 50 
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K (t) R) ^-KOta^TSftSLi:^ W 
Sf;l/-h^-K (t) R*Ifc»-f ^CfctfT'^o 

C0 1 5 8] $fc, 7— K4-K1 lJWT<0'J-7t±, 
Sfr^ftTt^&lV-K^-K 1 l^ffil^T, Enc (K 
11. K (t) 1) *y-K4-K 1 1 laoTfi^t 
ZC£Z\ Sff/-F4-K (t) l*«fli-r*Cfc*« 
T'£3 0 £5>fc, Enc (K (t) 1, K (t) R) 
-H4-K (t) 1 lc£r>TW.^TZ>ZtT\ WSifb— 

r-*-K (t) RZmm-tZZttfSl&trjiZo y-K 

4-k i o i <D-FtiLV— 7tcov->T*>, ra«fcH»f;i/— 

h*-K (t) R^r^-r^Ct^qlfigT'SSo 
C0 1 5 9] ?e>(C U#— ^SftTl^ttl^'J—:?*— 

k i ooo^ttsf/ux rioooj it, iBO'; 

1 OOOT-Enc (K 1 00 0, K (t) 10 
0) SrS^LT, y— K4-K (t) 1 0 0«%f9t*« 

«*a»U Mff;l/-h4-K (t) R^i&Wt-^ci: 

Co 160] cnic^bT, w-«nfef'W^ 

TlOOlJti, iBO'J-^cDl©±OM»fy-F4 
-K (t) 10 0%; EKB$a.3Ifc«fct)$tf#-e€;&l^<D 

t% tsn. sfr^-h^-K (t) Rtt&m-rzzttf 

CO 1 6 1] U#— i'jnTl^^iEiftf^'l'X (^ 

*-f£.EKBtf, v^-b>X-9--^4^e.iS«^n, «M 

CO 1 6 2] ftf, ^5^7^ M±, ^tO^^fiJ 
fflLT, EKBiBBMaHlSrfT? ilWT'tS. C ©EKBilKF 

CO 1 6 3] 0U;Uf, 02 9(OV—y I" 1 0 0 1 J £0 ID 

(U-7ID) r i o o i j %, r i j roj 

TOJ r 1 j <D4 FirLTfflfflL, l±ffilf7h^ 

Co i 6 4] id r i o o i j co«±{4e>v -e%>2> 

A^, 02 9cD;l/— h4-KR^e>^{K|{C3itf 0 EKB©« 
«3<75^^* (#§0©?^) 0 : <0, 0} T-fct>, 

CO 1 6 5] #1C, 7-K4-K 1 ©Tfiio/- KtciS 
tfo ID Tl 0 0 1 J 0 2#|dlf7 h{iOT*^S^e.£ 
fflKciitro S^1<D^^±, 7£ffl9oy- K4-K 0©T 

{iox-^cDW^^rS-rfeoT'feti, y— K*— K 1 © 

§ 0 ccD^^i, 0 3 Otc^^n-S J;^lc. 2: {0, 
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CO 1 6 6] ID Tl 00 1 j CD3#e<7)lf-> h 

ttOT?fto, £«lcjttr. coirt, KiooTtt^of 
-*©*fc*^r*if (#^3CD^^*) 3 : {0 , 

CO 1 6 7] ?6{C, ID n 00 lj ©STtoVT-yHi 
1 lte»«r*feOT?^5 % K 1 0 0<DTft<Dx-*<D 

ftuft^ctteft« 0 *vmm> y-K ri oo u t 
ttft^W^cutftD, id nooij of/w 

CO 1 6 8] cntJtfLT, 1 0 

oo^t5f;VxiDii, riooojT-fe^is 

frdi, y-K rioooj fcfcH ■?*< cttf-?* 
So SEoT, ID r I 0 0 OJ ©x/VXtt, xE^fcir/S 

CO 1 6 93 02 8fcMoT, CPU2 Xf^S 

4^fr5mf^S 1 9 5T«U tPJgtfytf 
-^^tlTl^^Jc^ 1 9 6(Cit^ 

CO l 7 03 -r*to^ % 02 BteiftSftsj;^ 

s-snr*?), !i<D^wii*flj^T, H2 5 testis 

(Sig (Header) ) imBZtlZ. T*to% y C<D 
4Mm*m»Ts fV*;l*6Sig (Header) 

Headers vy ^ H»tIfflLT«»5tiftA y 
fc*it*T*ti:^ W*««-aLT^ti«, Headers 

»LT, j5S#^-gcL*^tltf, Header«&S;*nT^ 
CO 1 7 13 Xr-yys 1 9 7fcft^T, CPU 2 1 t± H 

^Ef*,, Xy- y^S 1 9 9fcfet,->T> CPU 2 1 (± 
•fcfctt, XT77S 2 0 OteJIfti, CPU 2 1 a, 
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50 



70 



t5„ 

CO 1 7 23 Xf-^S 1 9 1 fcfe^T, fS>*/l4fcg 

•>^S 1 9 5fC*H,vCs HW»*EKB-e«IE^-*ci:«< 
■P***»t>fcfc«ft*tlft»*, Xf77S 1 9 7fCfe 

^*£W£*nfc*a % xf^s 199^ 



20 



50 



40 



tt, ^xy^7->h^^ 1 hJtl« 0 

Co i 733 c<D«k^{c N mmtw&mtt^^-tisx 

CO 1 7 43 ?5IC, f *-*-T-**3>y>yfli 

CO l 7 53 -«ff**tift=i^>yj4 
Co i 7 63 $?»(c. ^vryyii 

Co i 7 73 mc, ■v-*OWffl*tticov>TKiJW 
CO l 7 83 ^^t^x^yf^ lMZomm 

CO 1 7 93 Ccov-^tcti, WiHF% ^ 3 | {c ^ ?n 
*«fc3fC, a-tfo|D (U-7ID) , ffi 

joi 803 ?5ic, y-7iD, mmmy 

coi 8 13 Bfti7^'ii, m«, jffifeemnrep 
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W&) wm-ztiZo temmthmmt. nvfyyoi 

[0 1 8 2] ntf-B^Ucti, ^n^T-tc^-On^xV 
[0 18 3] #fC. i3 207D-f + -h^:fiL 

[0 1 8 4] MWlC. Xry^S 2 2 1 {Cfct^T, CPU 
2 1 It, A^)gP2 6*>6«a- »fOjg^fcS^->T, -Y 

XT 3 0 

CO 1 8 5] Xf-y^S 2 2 2lC:i3I^T, CPU 2 1 ti, 
:x— »ffr&©A2j»2 6*:frLT©A*j£I&9i^ * 

CO 1 8 6] COgJfctCftJSLT, S3 3<0:7o— ^-V 
-h^#BgLT^-rS<t5tCv ^-r-trVX-y— /<4 

< 5 (03 3 07f7yS 2 4 2) o %CT\ Xf'^ 
S 2 2 3lC*5l^T, ^'y^y*/ h 1 OCPU2 1 7^ 

CO 1 8 7] -3- — if lis cOgfNici^^T, I/fx?n 

CO 1 8 8] CPU 2 1 It. Xf'^S 2 2 4fC:fet^T, 
A*»gP2 6fr5<OA±lfc:»-^-C\ a— »f#flK**nfc 

&lZlt. X7-yyS 2 2 5ICJ1» % >X+>"— ^ 4 

CO 18 9] dOTfcii^Q^rSfl-rsi:, ^-f-fe^XIt 

77* r %ISiSbfc" i e-»*as«UT<* (0 3 3OXf 
•VT'S 2 4 4) o tCT, Xf'^S 2 2 6 tefeVT, 
^7-<7>h 1 OCPU2 lti\ 7l , -bV^-/^)!)^ 
Ov-^5:gTO§J:, Xx-yT'S 2 2 Zfcfci^T* § 

ttfSLTE»£tt*cfctefc*o £fc, CPU 
2 114, *yfe— 3WJBK infect fcfc 5 <OX\ t*J 

?)\sm& (025) t.iiu mmmmcmmtZc 

CO 1 9 0] Xf^/S 2 2 4 tC&t^T, ^-feVXIf 
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nrcm&. xf7ys 2 2 8tcj§*, cpu 2 i it, ma* 

CO 1 9 1] &^7-r7>h 1 ©agteStJ&L 

t> ^-I'-fei'XI?— A4l±, 03 ^-\> — He 

CO 1 9 2] -T^rt)^. «H3tC, 2 4 Hcfc 

l^T, ^-r-trVX1t-/^4©CPU2 1 f±, ^7^77h 

(03 2©Xf'v7S 2 2 2) , Cnmil!^ X 
2 4 2tC*5t^T, ft^t^ftTt/^^-r-fe^X 

CO 1 9 3] ±S$L;fc<fc-?(c, COi^tLTl^n 

CO 1 9 4] ZCT'. Xf'^S 2 4 3{C*5V>T, 

A4 0CPU2 n±, ^7^7yb i *->?>7* 
fj^Lfci&&. xf-yys 2 4 4tc3i^ sttifc^ni 

T, ^7-f7>hn:Sit5. CO«tdtcLT5Mfi^ 
nfcv-^fi, ±aL/c<t^(c, ^^^7>-h 1 <OE* 
g|52 8(cfel^T. JtfC-r?.3>'rV > y{cie^^ti5 (0 
3 2©Xf77S 2 2 7) o 

[0 19 5] Xfy^S 2 4 3tCfcl,^T, ^^-l"7>h 
30 Xf-^S 2 4 4 0£Q.JIki:X^-y7 p £ftSo -T&fr^, 

CO 1 9 6] 03 4te, Xfy^S 2 4 4 tCfcVT. 7 
ST— ^cD^figfiJ^:gLTt/^i.o Cco«FiJfcfev>Ttis * 

©3— >f ©'j -7 id, mwit^^y (own) , Mmc; 

S (ca^>T^? tl fcf*^^ ;l^SS i g s (Leaf I D. Ow 
n) lC«fct)> T-^^fiK^nT^S 0 
40 CO 1 9 7] C(DV-^t±, i^Oa- tTcD^S 

<03>7 i >'^»Cj[>fLT<D^#5?!l^:t.O-t s feS<DT, 

CO 19 8] C10d;7fcLT, 3yfV , yi7'f-b>'X 

[0 19 9] ^(c, $0l/-e>yfc:o^T8H«-*o * 
50 *^Ttt, n^rV^^rgStcgS-rsciiTb^tS «fc 
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C0 2 0 O] £fc, Sffii§^46e»LTfe< C 
[0201] c<d^ a— tm x ^iz-if^^i: 

[0 2 0 2] ««J|c % 03 507D-^-^-h^#Bg L 

w«©eii&gfcooTiSBj§-r* 0 x^ys 2 e 1 fc 

[0 2 0 3] &{C % Xf-^S 2 6 2fcJt»* CPU 2 1 

n— *fOA*g[52 6^£©A#fC»-^T, 3^ 
y>yif-^3{CT^-feXU Xf7^S 2 6 3fCfe^ 

[0 2 0 4] fcfc, flB^tLTJi, 

■So 

[0 2 0 5] £ltO», ^-Ify^ftSnS 

[0 2 0 6] ^fc N 03 6C57D-^^— h^:#^L 
T. B3 50^7>h 1 0£EB^e<DS«Milc^ 

O^TiKB^-r^, 0 

_[0 2 0 7] «3UfC Xt^^^S 2 7 1 fCfe^T. 3> 
7">>>"9— M30CPU2 ^7^7>M^St 

^rnrtfciiEB^s^ei-^i:. x^rs 2721c* 
[0208] u±<D>mb\ tffr-yttmtznzmm 

[0 2 0 9] 0 3 7 ICTrstti^mT'^ if )]/—y 1 (DfiE 
B£Si:LT, SEB^c 1 1 4tffg?nt^ 

§o cneoiEB^c i mmc 1 4^*, *fosf 
[0210] mmc, ?;i>—72®tiBB9tLr, mm 

-!> ^ Ffi^ K p 2 1 TiM K p 2 a # $ n T 1/ "> -5 0 
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20 



30 



40 



SO 
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[0 2 1 l] J^±tDid*y;l/-^^-r§^a§§§ 
^<OSEB^#*^5nfc«^(cfe^T. a— tf^c, 

_[0 2 1 2] g^(C. Xfy7S 2 8 1 {Cfc^T, 3> 
/S30CPU2 Ht, fE«g|52 8(Cfa«?nT 

[0 2 13] C ©^KSaStts 02 9t03 0£#J$L 
TtSJB^^nfcJ; ? fc, ^SiOfiEB^#(c$$ni. y-7 

n§ 0 EKBti, nVxV^^-^Sfcfe, 

^nT^ssEB^sa^sn^c 

[0 2 14] Xf77S 2 8 2{C*V>T, raiz-r^yy- 
-^30CPU2 1 Xr-^S 2 8 1 C^EEiaiffiDiSg 
*5Sli:?nfcSEBJ#^^t-^„ f tT> Xf77 
S 2 8 3fC:fe^X\ CPU 2 1 (±, Xf?7S 2 8 
ST'SS??nfc^Sg§tDSEB^So^F^T*3^-r>^ 
«*^<tt5„ Xfy7S 2 8 4tfe^T, CPU 2 1 

[0 2 1 5] i3 7(C*m^-7KD,^ 

SEI»«C 1 4tfVX~f£nT^ZttZ>tl Xf 
^^S2 8 3(D^IIT% «AWf, 0 3 9 JC^£ttS<fc 

[0 2 16] 0 3 9<DM»C*^T«, 3>x 

>y*Kc««, UB^SC 1 1-O^W«Kmu SE9»C 1 
2 0^|»«Kn2. *fc«gEB^#ci 3©a»*KM3te: 

[0 2 17] 3VfVW-/<3CB3 8fc^n«j: 

-yo^fg « N 04O<D:7D-^- 

[0 2 18] Xf77S 2 9 1 (cfc^T, 

-Y7>M<DCPU2 1{±, 3>f>7t-A3!b^3 8 
OXx-y^S 2 8 4<DlIflflLttft 3 > f>7 

fb^nr^s (03 9) . 

[0 2 19]^CT% XT7^S2 9 2IC^T, CPU 
2 1 « % XT77S 2 9 1 Oiaa-pSMILrci^jSoa 

[0220] ma, 03 9onic«2n«eqmc 1 
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VxV^SKc^^-TSo f Lis 3^x>^iiKc?:ffl 
[0 2 2 1] |SI«l©$aSt±. SE9»C 1 2, C 1 3K*t 

[0 2 2 2] J^±lcfeV>T«, rj^xVy^— CT^fe 
% 3 y T- > *y ) ic *f L T ML y 9 *ft o <fc o lc L 7c 
tf, ^-tVX^- (^f-tr>X) fc^LT^/lz-ev 

[0 2 2 3] &L±<D£5lzLT, WWft^V— 
■*>> g&rrSICV (Integrity Check Value) ^rfflV">-f{c 

[02 2 4] *^{CfeV^T«v 7^t>Xtfx'^ 
7*K fc^l/Hi^x-y^-OLfc^ A-7Lfc*K 

[0 2 2 5] JfctC. 0 4 1 ti4 2<D7n— h;* 

[0 2 2 6] 04 l©7o- f--v— h^:#BgL 

TftefD^-^^Mc^-feVX^x-y^^ hf* 

yS301 Kfcl^T. ir^^fTZ/h 1 ©CPU 2 1 lis ^ 
x >y * 7 ^ r- ttfKD^ -T -fe :xx©f- x y * 7 ■> MhI&N 
l^r^^^o C<D^x>y ^'y-MsJSUi. 08t£7r;2 

[0 2 2 7] ^{C, X7-y7S 3 0 2{C*5I/>T\ CPU 2 

[0 2 2 8] f LT> S 3 0 3fC*5t^T, CPU 

2 1 It, Xf'^S 3 0 1 ©ffl3TR»8l&nfc?-iy 
77-7MH1&N 1 fc. Xx-y^S 3 0 2 ©^ST'S^SX 
6nfc«*f-x«y^7!>h@»N2i:*iaKU ^x>y 
*7*>hE»N 1 x -y * 7 ^hm&N 2 <fct>;*: 

[0 2 2 9] ^x>y77"7 Me!&N 1 A\ g*^x>y^ 
7^h!sl&N2 J^/J^^JJtSn/cif^ Xf77* 
S 3 0 4 {Cjf^ CPU 2 1 It, ffi#ffll<DgB (fiyi' 
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[0 2 3 0]^, Xry^S 3 0 5tC*5V>T. CPU 2 
ltiu X-r-y7S 3 0 KDiQST^^P.nroi^-i'-tV 
7,<Ol-x.V>7T<y Mel&N KDffi^lfctt-O'^D^V 
h-TSo Xf-'y7S 3 0 6tC^V>T. CPU2 1 1±, 

^vxtD^-vfe-^tcs^^T. icv^ms-rsc <r©i 

CVtcOV^Tti, 0 4 671M0 5 0£r#PSLT§B&-r£ o 

icv?rra^T7-<-fe>x<D^^i»±-r^. c: ttfaimii 

[0 2 3 1]^;:. Xf77°S 3 0 7tCfc^T, CPU 2 
10 lit, fx7i'7'>hSf©7'f-bVXl:, Xf77"S 
3 0 6 ©SaSTilW £n/c I CV£\ i»S#O^M««r 

(O^mictiitlV, =t\Z— ZZlC, X-f-y7S3 

0 SlC&^T, CPU 2 1 It, Xf77S 3 0 6<D$mT* 

VXIDlC«JSLTl2ttgi52 8©^x<y^UX htt>(cga« 

[0 2 3 2] 7sf77S 3 0 3Efe^t, ^x-y*7£ 
MUttN 1 AWi7?77 MH&N 2 J:9/JvS<:ft 

isisfc^^ x >y * 7 •> h tffifrnr 1^3 or-, c n 

T7 7S 3 0 9lcm&, CPU 2 1 {±, x^-ffiS^rUfT 

[0 2 3 3] ^{c, M 4 2C7D-ft-h;S:#iL 

04 l<D^x-y^7^ htoS(cJ:t), ^-T-fcVX© 
^ x -y * 7 •> h ^Stt ^5 ^ 7 ^ h (DftmiC-O^Xm 

30 [0 2 3 4] mVltZ, Xf77S 3 2 1 lCi3l->T, 

{ffl^H (^'T-lryX^:^x>y^7'7 h-T^^^-Y7>h 

i) i^s#<DU-7^-^3H«-rs 0 ccov-y 

*—lt, Xf7/S 3 0 4 (CfeV^T, ffl¥<l!l<D^7-Y7 
>HcJ:»3. ^-Y-feVXIDtc^iSLTfEIS^nSo 
[0 2 3 5]^fC. Xf77S 3 2 2£*V^ CPU 2 
lit, ^mtWy^T^V 1 A^Bg^{b?n/j:7l'-b 

>x i: i cva\ ekb*5 i xswm tt&tcmmztiTzrz 

V, EKB^iL/IIB^ti. 04 l<DX-7-y:/S 3 0 7 <Df& 

40 m-?m^w<D&sfrz>mmznrci><Dv$>Zo 

[0 2 3 6] Xf-'y^S 3 2 3 tCfet/^Ts CPU 2 1 It, 
7ry7"S 3 2 2©i!lIfSiLfc7^t^ ICV, E 

[0 2 3 7] J^±0«t-5(CLT, ^-T-tr^XCD^x y * 
7'7h%§tf/c:77-f'7>M tt, fi7777h%S 

[0 2 3 8] -r^tD^. Xx-yT'S 3 4 1 lets 

50 ^X, t^JTl/h 14XPU2 lit, a— IfiDAT^gP 
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T3o f LT, Xt-v?S 3 4 2tCfe^T. CPU 2 1 

[0 2 3 9] Xf^S 3 4 3(C^ T , CPU 2 

Hi, X7-j^yS34 lOfflSfCkf?, 

3, ^CT\ Xryys 3 4 4 lc??^ CPU2 1 
[0 2 4 0] CtlicMLT. Xr-^S 3 4 3te*^ 

s 3 4 5(cii* x cpu 2 1 ^-tumzmfitZo 

[0 2 4 1] ^ JM±Ocfc^(eLT, fto^-TZV 
[0 2 4 2] Xf-y^S 3 6 1 fCfcl^T CPU 

2 ia, «^ffliosa (5-r-fc^*»ap (* xy ^ 

^S 3 6 2fc^T, CPU 2 l« N XT7 7S3 6 1T- 

[0 2 4 3] 7^*^*^ i^iWi.^ 77 |. 
Ufcfc©T?fc«fc* % Xf^S 3 6 3t*K, CPU 

OW**B«** 0 a»rsj:3te, cos^ici^, 

IW»*«frt-* (0 4 SfOXf'^S 3 8 3) 0 
[0 2 4 4] Xf7^S 3 6 4 fcfc^T, CPU2° 1 It 

[0 2 4 5] 3 6 SlOs^T, CPU 2 1 « 
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3S 

CPU 2 l« x ffi^BCSBO^xy^^^^ajg 
5o CftfCfcfLT, Zt-v7s 3 6 5fC*5t^T, ^gjj 

[0 2 4 6] Xf>j/yS 3 6 2fc^ T> *xy*-f> 

fc^ x y * 7 •? h Lfc ^ f -t T-«fc^ Jpj^ 

CPU 2 1 « % Xf^S 3 6 7JC«* N 17-1 

[0 2 4 7] a— IfAV 
«t5a«*. f21B?ttT^.5ICV©ffi£, X-r->7°S3 

[0 2 4 8] 04 5«, 04 4 07D-f t -KcgS * 

■b>x©^ x ^^^ vtoa% n f j^ i ,-^ 7 

[0 2 4 9] Xf-y7S3 8 1 IC&^T, ^9-f7>h 
KDCPU2 H±, ffi^ffl!)©gB (04 4<D7D-^ t - 

hicK?nmzmft?z*7^7 >h a izv-7*- 
u^ie, m^mommtt. xr^s36ifc^ 

T, c©y-7^-^- 7 ^^ r;//x|I) ^.^ L ^^.^y 

S 3 62fc^T, ^{cS^ Ts ^x^-fl/ft^ 

[0 2 5 0] Xfy7-S3 8 2te^T, ^-fT^h 
10CPU2 ltt, W^fBOSSBfrfe^W-tV^OIWlft* 

LfcJ:*te % ®^W<D&mit, Xf7yS 3 6 3^I 

So fCT, C©B**S«Lfc** x Xf77-S3 8 
3*CJI#, CPU2H4, EKBfeitfE^S^ 
WBW*. cnfCtt), CO^vn 

4 40XT7 7-S 3 6 4 ©^HtC «t t) s ^ iy ^ 7 j h 

[0 2 5 1] XT77 , S3 8 2t^T, «^fi!J©gS 
Xr7 7'S 3 8 4(i:i^ 

[0 2 5 2] JM±teiB^Ttt, fi^^ifx^ 
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— fcSVttA— 7S4**J: o fc-TS Z t tRlfigT*fe^ 0 
CO 2 5 3] ^-feVX (n >"r W *>|H]«) <D 

x-yi'ffl (I CV) ;£r£/£LT. ^^>XlcttJt>tttt 
T, I C V<Dit»K«fc?K •7'T-fe>'X3{S<DW^¥'J^ 

[0 2 5 4] 7-T-b>XWyfy';f^ • ^x-y ^ffl 
(I CV) mtf7^>X£#-f ^/vy^M^ 
Srffl^Tit»2ft. ICV = hash (Kiev, L 
1, L2, • • •) t«tottt»Sn5c Ki cvtil 
CVt^-T*$5„ LI, L 2l±7^-fe>XCDW$8T* 
*?K ^-r-lr^£OagW$8<D^-yt-^l2liE^ (M 
AC : Message authentication Code) *^ffl^tX5 Q 

[0 2 5 5] de sm^mmmm^^rcMAcm^m. 

0!1%04 6(c^-r o 04 6<D$/£fc^-r«fc-?lc*f#ii:& 
**-yfe-f£8/Vr h^fiEt^fiJU GMT, »fJJ 
tlfc^>yfe— S^&M 1 „ M2, • • MN£-ri>) . 
$f\ 30»iffi (IV) fcMl?, iSI?g|52 4 - 1 Atc«fc t) 

.^ffteWisaft-r^ (^o^s* i i t-rs) » #fc, i 
i zd e sBg^ikgp2 4-1 Btcxn. si axr. k i 
t-rs) zm^Ttfemttz cmtittE i t-r*) 0 m 

E 1 fe<ttfM2 5riR»g|52 4 -2 AfC<t 9#Mte#J 
HSfQU *coa?J I 2*DE SBg^{tgU2 4-2 B-\ 

An, sik i *m^Ts%mktz> (tti^E2) 0 jmt 

*$Tfo DE S^mtUZ 4-NBfre,«^(ctHT#fcE 
NA^<yfe— ^IgSE??^ (MAC (Message Authentica 
tion Code) ) fc&£> 0 
[0 2 5 6] CO.t^^-l'tyXCMACtt I C V 

7"'Jf^-fx77fl (ICV) A'4I?n5„ m« 

1 cvt. fff^{c^^-b>' 

XKg-3l^T£j5ELfc I C Vi:^rittSLT|5l— © I CV 

CO 2 5 7] 7^'t^CH'yfi''';f^ -^x 

y*I(ICV) ^Sc^-T-fe^K i c v^±50<DW5S) 
<t*-7a y tie £-? T»i#-r SStfiSUco^Tl^-r 
3 0 -r^fe^EKBtci^Bg^fb^-y-t-^-^^r^ 
^t^o-i'>f7* l Jf-r •fivi't (lev) £j£ 

CO 2 5 8] 0 4 7*3<fcl/0 4 8fC^SO-r/^X(C« 
fi£^-K i c v*m®\t*--7vv5 (EKB) (c 

i-3.Tie«-rs^fi«j^-re 04 iit^^xo, 

1. 2, 3tettLTa#^Bg^x-y*<B£fj5c*-K i 

2, ScfO-r/WXSSr'J*-^ (#Efi§0 LTf^^7 
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0, 1, 2 fCttLTO#«#^&^x-y 

k i c v^rse«-rsfi?!i^-r 0 

CO 2 5 9] 0 4 7 c7>0!lf&, Sffy— K^-K (t) 
fcx-^En c (K (t) 00, Kiev) tt&tc. 

tvwxo, 1, 2, 3{cfei/^T^n^nc»^-r^y— 

K*-% U-^^-^rfflv^TS^r^n/ty-K^-K 
(t) oozm^&r^tfjit^-y-uy? (EKB) 

^r^bTiB«-r^o ^n^ntDx^-rxti, 0470 

iO feffl|{C7j^-r«t^{c, £-3% EKB^rMHI (g4§) -T^il 
tfCtD, MffSn/c/-K*-K (t) OO^Ui 
U #fc, H5tff Lfcy-F*-K (t) OO^t, 
Bg^ft?nfc^x-7^fiiS^-E n c (K (t) 0 
0, Kiev) ^tt^LT, ^ x>7^ K i c 
vSrff&CfctfnjFigct&^o 

CO 2 6 0] ^-OfficD^WX 4, 5, 6, 7 • • • l± 
m~<D^Mt3r-7vvt? (EKB) Srg«LT&g# 

oGwrsy-K*-. ';-7^-th±, EKB^aan 
LTMft^nfcy-K^-K (t) oozmm-tzct 

x7 7lM*-%MtSCctft'?«„ 
C O 2 6 1] — 73 . 0 4 8 CDW±. 0 1 2 <Oi^^T*H 

a,/-£^;i/-7 p jc*3I/^tx/wx 3*v m*.im<Dmmic 

<D*2/?^ -r$:fc>-5, f'WXO, 1, 2, lCttLX<D 
friA^m%:1zMt*--7av * (EKB) *£>£L.T 
E«L7c{&jT?&3 0 0 4 8 lC7*-tm®<t*-7u >y 5 

(EKB) t. =^x-y (Kiev) *y- 

F*~ (K (t) 0 0) TlWfcLfcT^-^E n c (K 
30 (t) 00, Kiev) ^IBil-r^o 

CO 2 6 2] 0 4 8<D;feWcte, ^Wld^^LTfe 
3„ f/WXO, 1, 2l±, g-f. SfgL/i#2&{t*- 

-*ffl^fca#«i31tej:»). Miry— Mr- (K (t) 
0 0) ^f#-r§c ^(c. K (t) 0 0{c<t5a-^fc«J; 
ti^x-yi'fit^^-K i c v%«fft5, 
Co 2 6 33 01 2tc^-rfteo^";i/— ycox/WX4, 

5, 6 • • • CCDmmcDT*-* (EKB) ^:S«L 

40 fflt^TMSfy-F^- (K (t) 0 0) 

fe. i#0«W-r*'J-7^-, y-F^-TT'ti. M»T 
y-F*- (K (t) 0 0) ^HKff &ci:tfT-#-r. 

CO 2 6 43 CC0<t-7tC EK B^ripJfflL/cf-x-y^fii 
o$^»clES«|ipJ*^**WRl^c:Lfc^xy 

50 CO 2 6 53 J10J:7*7-l't>'X0l'>f7* , Jf-f • 
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(22) 



200 2-359616 



*xy*ffi(ICV) ^CtlCi^ EKBiTBg 
»fc*-?"D y * (EKB) fcfcfefc«»L^^ 7 

[026 6] 049 Bfc^tWTO, S*^7teiE3 JO 

Jx-^ffi (1CV (LI. L2) ) 
t-So (I CV (L 1, L2) ) |± % ^-f-ir^X 

V-hash (Kiev, LI, L2) **LTV*. 

(ICV (L1 - L2) ) WMftStl*. £ 20 

xv*« (I CV (LI) ) JijttJjrnj, 
C02 6 7] CVmmcjs^T, tTjTllzfttoZft 
fc {EKB, ^-fr>x 2 } **7V72teutf-Lfc 

ICV (LI. L2)«^ a 

teftO, ^72ic^Sh TV , 5Kicv (L1) 
[0 2 6 8] *fc % S6t% *£te*i*ii>*fcl& % ^ 

^xo^f^yf^fx77i (icv) zwz 

LTW^-rmiCV = hash (Kiev c 
ni ^^*« (coun t e r + 

[0 2 6 9] $£,te, J^ty^^jry^^ 
xv*« (ICV) Z^ir^Ztm-tTjTlcftM 

T^T-f^^t (ICV) ^7^-t>Xfc{±Slj 

tV 7±tete*frr**|f££ LT t J: t^ c 
[0 2 7 0] R*5i**ffl^^7^W»OM 50 



42 



*xv*« (lev) i cvot*«itf 

-»±©§fc£**7V7fc ICV^JflLT, 7-C-b> 
Xcon ^ h D _;p (m tfcheck-in/check-out, 
move) tel CV%mTSm&b+&ctlcX*) I c 
V wgfe i tf^ ^ -tr >X cd^S^ x y * # pJSg 

[0 2 7 1] CO«fi£0!l*@5 OtejjVT. 

^^^^^7220 1^^*^175^^ 

•^•^I(ICV) * x a-Wisc 

7 * -tx-r * c «t o«FBr*n* h 7j/>±©gt 

2 0 l^Lfef/VXft ^722 0 1 OS* 
T I C VWx7 ^*«ff LTS«feOHR5*WJ&r**| 

[0 2 7 2]*^Wj| ffl? ^ i , 5/<7yHi t , to 
W^Vt^y^-^ PDA (Personal Di 
gital Assistants) . ^-A****^ 

[0 2 7 3] -m<Df&m%y 7 h^xTteJ: t)»T^-t± 

[0 2 7 4] C©E»««ctt, ■2te*«* l *J:3te 

*4 1 (7D 7 ^^^ &) % 3fcrV**4 2 
(CD-ROM(Compact Disk - Readonly Memory), DVD (Digit 
al Versatile Disk)***) % mUfiXfi* 3 (M 
D (Mini-Disk) **tr) , feL<liJ)£« ft ^y 44 

ft £ j: o a*>< y ^ 7fc«t 5 ma* 
< > »«*f*te*«>tt*i&snrcttiBi? ^-if tea 

«?n§, ^D^A^IE^nT^5R0M2 2^> IB 
[0 2 7 5] *W«»te*^T, EflW^tCiai 
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[02 7 6] Wa'jf^ fcHa-rsiaufcitfT 

^©7o^7Ag#tfl£#{l:;*ttT^S<Dtfg3;L 

7n A^r * 1^7. 2 V h q&5> a —A/ 1 Lti 

/iTrSclfctfT-tSo 
[0 2 7 7] Sfc, =i>'x> > y^:ffJ^fFRl-ri.^-l'-fe^ 
X^tfjrrSfc&Mcn >"r vyO'sy ^fcfBK?nTV> 
* 1f tttt 9 -T -fe ^X^r-StciiSiJ-r 5 9 -f -fe >X I DT'fc 

-rsflt^T'&D, ir^-JTl/h lfrZ^J-tyzSmc 

fc <t X fOTfFRj 5 n S n >"r > y ©-^ft^IES 
-rs.fcdtcLTt&^o d©J&&Tli, n>-r>^lc-& 

ft o =7 -y - t i^ijffl *iwr * 3 >x v v * w 

{cUS'J-rstitSgirfcSo <r©«fc?fcLfc*&fa±, -o 
[0 2 7 8] *^«BStCfeV>T, S'T.-rAfctt, 

So 

[0 2 7 9] 

S'J3fc9-f -fe^X^HStffrS CI £ T*3 >fV7 fcfUJBT?* 

T*€So 
[0B5©ffl¥*}:I8B£] 

[0 1] *^ifflLfca>fV7««->XfA©g 
[02] 0 1 ©^■Y7>h<D«j££^-r7"P-y^0T- 
[03] 01 <D^ ; 7^7yY<Dziiyy-i/y<D^^'yx2— 

[04] ^\<D^>^>VV—^<DUI/tIsVM&MM 
[05] H4CX7 l y^S 2 6m87*-vy HO 
[0 6] Hi 0*5^7^ hOaV'rV'J'W^fcUlfclH 
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[07] 0 6<D7.t-\v:/S 4 3 07^>XSX#$Q.Sl(r) 

[08] vi'-t:>x<D«fig^-r0T*feSo 

[09] 0 1 co^-f-trVXIt— McD^'l'-bVXJiftcDto 

[0 1 0] 06<D7.x-y7 p S 4 SlcfcttS^'l'-trVXH 

[011] 0 1 <D=7^^Ll/7,^- WyJUVTZESMb 

[012] ^-<D«^sjB^-r§0T-feSo 

[01 3] ^7-rJ'jy-K^r|«B^t-50T*feSo 

[01 4] 7 - K kf/KXO«)£(OI#M^t0T- 

[01 5] ^ja{t*-!TDy^(0*j«*WIJBT*Htf* 

So 

[01 6] m%)it*-7a-y?<Dmm*wiw-?z>mT-$> 

So 

[017] ^ra&ffc^— 7a>y^©7*- V-y h<D{FlJ?r^ 

20 -r0-z?$.s o 

[01 8] m$h<t*—-7w!7<D$>f<Dmi£*mm-?z 

[01 9] DMK«rfflV"fe3VT->yO(|^«UlJfe8iflW 
S0T*£S o 

[0 2 0] mmt^r— 7ov ?<Dm%7K-?&-V$>Z 0 

[021] ta©3>fv7o i o<D-7vwx{e?t-rs 
[022] •7-r-b>7.o*7 i rfy^siB§-rs0T'feSo 

[0 2 3] ^^-Y7^hOU-ytr>^Jl^SiBa-r^7 
[02 4] 7 *- *Oi«*Rl!lt6HT?a5 

So 

[02 5] 3yf77©7*- h<D#iJ;&7jVr0T-£ 

So 

[0 2 6] ^F^SEB^»OWI^-T0T'^So 
[02 7] 3^r>^^iB^IK^-r50T-feSo 
[02 8] ^^^©n^-r^O^iy £77 h 
«H*ttWt« 7D-f+-hf^„ 
[02 9] ^^CJ:5SM*-70'y ^fcfcHSfiftl* 
40 UJB^-r^ET'feSo 

[03 0] *Jttfk*-ruy^O«|j«W*j^-rHT* 

So 

[03 1] v-^O^fig^riiB^-rS0T-feSo 
[03 2] t^^TyhV^^^SXK^WKimmZWi 
m t S 7 D - f- * - h T* $> S o 

[033] ^-f-bvx-t^^o^-i'-fevxHi^^aaJi 

?r SJB^ -T S 7 n - ^ -v - h T- 35 S o 
[03 4] T-^<O«fiK^J^-r0T*feSo 

[035] ?7^7>h<DW>m<D&m$m%Mm-?% 

50 ^D-^-v-hT'feSo 
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[03 6] ^f^^vow^auBmtwmt 

[03 8] ^l-^>^fTfcnT^S^{c feWS3 
[0 3 9] 3>r>^-oig§ to ^ tiT . $ 

-So 

[04 0] r*-7tcmt**?47'>h*>K m *Km 

[04 1] fc©*W>hte^***** xy * 7 
[04 2] ft©*^^*^*;,;^^ 
[04 3] ^*>XcD^x-y*7^*§ttfc*^ 

mm 4] fflo^-rzvhfrs^^xo^x^ 
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46 

[04 5]_fficD^^^7>h(i:7^-ir>X^x^>^ 

[0 4 6] MC<D3if£Zmnai-%®?&2, B 

[0 4 7] ICV5fe^-cD^toa%iKB^57D-^ 

[0 4 8] \^m.^~<Dm<D'mm^mmt^m^ 
[050] ?*-t>x<vgm%mw?z®T'&z> 0 

1-1. 1-2 t^JTZsY, 2 
K 3 a>r>y?~,K, 4 
'\ 5 2 0 2 1 CPU 

24 fm<m*m, 25 a-?*?*® 26 

A^gP, 2 7 Him 2 8 K>tt% 2 9 a 

20 



[01] 




[08] 



y-^iD 



B8 



[02 0] 
EKB 



Enc(DNK, KR) 



B20 



[03] 



v k y 



SI 



I S2 



S3 



T5 



S4 



S3 
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IM21 



[0 4] 



20 
941 



21 
CPU 



22 

_s_ 

ROM 



23 
_i_ 

RAM 

— — 



24 

s 

— — 



25 



31 



[ 



26 



27 



x; 

28 



Y 

29 



B2 



r 



32 

r 

r so 



0©0n 

41 42 43 44 

« ft it ¥ 
ft y m m 
y -r s * 

x * -r =e 
* z u 



S21 



Yes 



04 



S22 



S23 



S24 



S25 



S26 



1 1] 



Header 



Data 




Coilent info. DRM info 



Lie. ID 



EKB 



Kkbc(Kc) 



IV 



Seed Erc(data) 



CID 



CodecetcJ | Usage rules/status 



URL 



CBC mode 
K'c=Hash(Kc,Seed) 



05 



S151 



sere 



S152 



S153 



S154 



B11 



-25- 



(26) 



200 2-359616 



CH6] 



S41 



S42 y 1 

ySt 



S44 



» > 



S46 



S47 



T5 



S48 



T-6 



[07] 



sei r 

S62r 



I 









1 











S43 
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